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1	Decision/action requested
[bookmark: _Hlk117524451][bookmark: _Hlk117524463]Achieve agreement for New KI for L2 UE-to-Network Relay Multi-Path Security.
2	References
[1]	RP-221262, R18 RAN WID for NR sidelink relay enhancements
[2]	R2-2208704, Report from session on positioning and sidelink relay, 3GPP TSG-RAN WG2 Meeting #119-e
[3]	3GPP RAN2 R17 TR 38836, Study on NR sidelink relay
[4]	3GPP SA3 R17 TS 33501 
3	Rationale
RAN2 has been discussing L2 multi-path in R18 ProSe work, and made some agreements in RAN2 #119-e meeting. 
As descripted in discussion paper S3-223421, even based on given direct path security protection, PC5 security is needed when indirect path is established via UE-to-Network relay.
· For scenario 1, L2 MP relay has RAN impact and it’s different from L3 MP relay as it has no RAN impact. Thus, the L2/L3 MP relay and their possible security impacts should be discussed separately.
· For scenario 1, RAN2 reuse DC (Dual connectivity) rules for MP, which is, the indirect path via Relay is setup after direct path between UE and gNB. So even UE-to-Network relay in scenario 1 reuses the Rel-17 solution as the baseline, R18 MP solutions about how to setup the indirect path are currently under study in RAN2. Security consideration is needed for R18 MP RAN2 solutions.
· It is possible sometimes direct path is set up first for Case A and indirect path is set up fist for Case B. For Case B before direct path PDCP security is set up, the indirect path cannot rely on the E2E security, so there could be potential security risk for PC5 between Remote UE and Relay, and it’s FFS for the feasibility of indirect path security protection.

This document proposed a KI for L2 UE-to-Network Relay Multi-Path Security.
4	Detailed proposal
*************START OF CHAGE**************
5.X	Key Issue #X: Security for L2 Multi-Path UE-to-Network Relay
5.X.1	Key issue details
RAN2 has been discussing L2 multi-path in R18 ProSe work using UE-to-Network relay Rel-17 solution as the baseline for scenario 1). 
· [bookmark: _Hlk117610188]For scenario 1, L2 MP relay has RAN impact and it’s different from L3 MP relay as it has no RAN impact. Thus, the L2/L3 MP relay and their possible security impacts should be discussed separately.
· For scenario 1, RAN2 reuse DC (Dual connectivity) rules for MP, which is, the indirect path via Relay is setup after direct path between UE and gNB. So even UE-to-Network relay in scenario 1 reuses the Rel-17 solution as the baseline, R18 MP solutions about how to setup the indirect path are currently under study in RAN2. Security consideration is needed for R18 MP RAN2 solutions.
· [bookmark: _Hlk117610367]It is possible sometimes direct path is set up first for Case A and indirect path is set up fist for Case B. For Case B before direct path PDCP security is set up, the indirect path cannot rely on the E2E security, so there could be potential security risk for PC5 between Remote UE and Relay, and Uu between Relay UE and gNB. It’s FFS for the feasibility of indirect path security protection.
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Figure 5.X.1-1: L2 MP Scenario 1 protocol stacks for reference

5.X.2	Security threats
For scenario 1, the PDCP is located at remote UE and gNB and it is applicable to both data delivered via direct and indirect path. If there is no PDCP security protection between remote UE and gNB, there could be potential security risk for MP path between remote UE and gNB. 

Since the indirect path and the direct path establish separately, it is possible sometimes direct path is set up first for Case A and indirect path is set up fist for Case B. For Case B before PDCP security is set up, there could be potential security risk for PC5 between Remote UE and Relay, and Uu between Relay UE and gNB. 

However, since PC5 security protection, Uu security protection and E2E PDCP protection can reuse the existing mechanism, so it’s FFS for the need of new security protection solution for L2 MP.
5.X.3	Potential security requirements
5GS shall provide a means to protect both bearers in L2 multi-path. It is FFS for the need of new security protection solution for L2 MP
NOTE: Existing security mechanisms (e.g., PC5, Uu, etc.) should be re-used as much as possible.

*************END OF CHAGE**************
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